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Introduction

Response to information security incidents within the State of Oregon has been largely reactive in nature and managed on an ad hoc, agency-by-agency basis. These incidents have the potential to affect the state’s enterprise information assets. Each information security incident must be investigated and a response prepared to mitigate the state’s risk. While some agencies have an information security incident response process, many do not have the staffing or expertise to address incidents at the appropriate level. An information security incident response program is available to assist state agencies in formulating and implementing appropriate response strategies.

The SIRT has developed this Information Security Incident Response Plan so statewide incident response processes and procedures are understood.  The intent of the document is to describe processes for responding to a statewide incident. 
An Incident Response Plan is required in order to bring needed resources together in an organized manner to deal with an adverse event related to the security of information assets. This adverse event may be malicious code attack, unauthorized access to information or systems, unauthorized use of services, denial of service attacks, or hoaxes. The objectives of the incident response plan are to facilitate quick and efficient response to incidents, limiting their impact and protecting State information assets.  The incident response plan defines roles and responsibilities, documents the steps necessary for effectively and efficiently managing an information security incident, pre-defines communications channels and prescribes necessary education to achieve these objectives.

Authority 
Oregon Administrative Rule 125-800-0020 directs the Department of Administrative Services (DAS) to create a state incident response capability including, but not limited to appointing a standard, multi-agency State Incident Response Team (SIRT). The SIRT is directed to takes actions necessary to immediately assemble and deploy the coordinated expertise, tools, communications infrastructure, methodologies and controls required to prevent or mitigate damage caused by an incident. The authority, membership and duties of the SIRT are also outlined in the administrative rule.
Statewide information security policies:

	Policy Number
	Policy Title
	Effective Date

	107-004-050
	Information Asset Classification
	1/31/2008

	107-004-051
	Controlling Portable and Removable Storage Devices
	7/30/2007

	107-004-052
	Information Security
	7/30/2007

	107-004-053
	Employee Security
	7/30/2007

	107-004-100
	Transporting Information Assets
	1/31/2008

	107-004-110
	Acceptable Use of State Information Assets
	10/16/2007

	107-004-xxx
	Information Security Incident Response
	draft


Terms and Definitions

Asset
Anything that has value to the agency.
Control
Means of managing risk, including policies, procedures, guidelines, practices or organizational structures, which can be of administrative, technical, management, or legal nature.
Incident
A single or a series of unwanted or unexpected information security events (see definition of "information security event") that result in harm, or pose a significant threat of harm to information assets and require non-routine preventative or corrective action.
Incident Response Plan 
Written document that states the approach to addressing and managing incidents.
Incident Response Policy
Written document that defines organizational structure for incident response, defines roles and responsibilities, and lists the requirements for responding to and reporting incidents.
Incident Response Procedures
Written document(s) of the series of steps taken when responding to incidents.
Incident Response Program 
Combination of incident response policy, plan, and procedures.

Information
Any knowledge that can be communicated or documentary material, regardless of its physical form or characteristics, including electronic, paper and verbal communication.

Information Security
Preservation of confidentiality, integrity and availability of information; in addition, other properties, such as authenticity, accountability, non-repudiation, and reliability can also be involved.

Information Security Event
An observable, measurable occurrence in respect to an information asset that is a deviation from normal operations.

Threat 
A potential cause of an unwanted incident, which may result in harm to a system or the agency.
Roles and Responsibilities

State Chief Information Security Officer
Responsible for statewide information security in order to reduce risk exposure and ensure activities do not introduce undue risk to the enterprise. 

ESO Incident Commander
Leads the SIRT response to an incident.
State Incident Response Team (SIRT)
Responsible for responding to and handling information security incidents having either multi-agency impact or that are of a severity or scope to pose a hazard to the state as a whole. SIRT is responsible for gathering agency incident information, aggregating, tracking and reporting it. SIRT is responsible for safeguarding incident information entrusted to it by each agency and will not release it without agency approval or legal obligation.

Team Structure – The DAS Enterprise Security Office (ESO) will provide the core membership for the SIRT. The ESO Incident Commander will lead the SIRT response to an incident. SDC will be involved in the majority of technical incidents because of their hosting and network-support role. Additional temporary team members may be “deputized” on a per-incident basis from agency or SDC staff, depending upon their involvement in an incident or capabilities for helping resolve it. Team membership will vary depending on the incident with ESO staff always being involved and SDC Security and agency staff involved as required. 
Capability – The SIRT core membership will have the capability to direct and manage inter-agency response to information security incidents and to assist agency staff in response to agency-specific incidents. The team will have the capability to gather information and report on incidents and provide statistics and metrics about agency and enterprise incidents. The SIRT will maintain forensic response and investigation capabilities. Technical operational security capabilities of the SIRT, such as log monitoring, intrusion detection and firewall maintenance, will be shared between agency and SDC components. 
SIRT Advisory Membership – The SIRT requires advice from, and communications with, a number of groups. These include coordination of response activities with the Office of Emergency Management (OEM) and the Oregon State Police (OSP) (in accordance with ORS 182.122). The SIRT requires guidance from state human resources, communications, and business continuity functions, and legal advice from the Department of Justice and Attorney General's office. The SIRT will include advisory members from each of these groups to assist with specialized expertise.
State Data Center (SDC)
As owner of the state network and custodian to much of the state's information the SDC will play an important role in many information security incidents. Although the SIRT has responsibility for handling multi-agency incidents, this responsibility is shared with the SDC for customer agencies and incidents affecting the State of Oregon network. In technical incidents involving the state network or SDC-hosted equipment, the SDC will act as lead for SIRT activities because of their operational security capabilities.
Agency Director
Responsible for safeguarding agency information and for information security incidents where scope of incident is limited to his or her agency. In a single-agency incident where the agency has requested SIRT assistance, SIRT will provide response and advisory capabilities as requested when possible. In multi-agency incidents, agencies will coordinate actions and communications with the SIRT and assist the SIRT in response activities.
Agency Incident Response Point of Contact
Responsible for establishing agency reporting method and communicating incidents with SIRT. Responsible for coordinating agency actions in response to an information security incident.

Program

The Statewide Incident Response Program is composed of this plan in conjunction with the statewide Information Security Incident Response Policy number 107-004-xxx and procedures. 
Rules of Engagement – Agencies will report information security incidents to the SIRT within the timeframe specified by the statewide Incident Response policy. Upon being contacted, the SIRT will assign an incident coordinator and assess the severity and impact of the incident. If needed or requested, the SIRT may perform various roles in responding to the incident, including incident command, physical response, forensic analysis, or other roles as needed. 
When responding to an incident with an agency, the following are rules of engagement between SIRT and agencies:

· Mutual respect of authority and business requirements.

· Agencies will advise the SIRT of potential incidents in a timely manner.

· SIRT may request or require problem hosts or networks be disconnected from the statewide network and/or the Internet if needed for containment.

· Agency computer resources may be quarantined for forensic investigation.

· Agency management will be briefed as much in advance as possible prior to implementing actions affecting agency business.

· Agencies will provide resources to assist the SIRT to expedite investigations, containment, and resolution of an incident.

· SIRT will work with agencies to determine if and when external resources will be notified.
· Agency and SIRT staff will work collaboratively. 

· Agencies and SIRT will maintain clear communications between incident responders. 

· Agencies and SIRT will work in accordance with state and agency policies.

· SIRT may require agencies to implement mitigating actions (e.g. patches, firewall rules) in a timely manner.
· Agencies and SIRT will work together on post incident activities such as remediation and lessons learned. 
Because of the sensitivity of incident information, the SIRT will adhere to the following practices regarding agency information:

· Default classification level for all communications within SIRT will be level 2 (as defined in the statewide Information Asset Classification policy 107-004-050). SIRT members will reinforce this message as appropriate with other participants during an incident.

· Information not to be shared outside incident meetings must be identified by agency personnel and will not be included in minutes or any other media that might become public record or be otherwise released.

· Potentially public information brought to the SIRT will not be shared without specific discussion and authorization.
· Information about an incident will not be released to any unauthorized party.
· When it is deemed by the SIRT that technical details of an incident will benefit other state agencies or the public as a whole, redacted details of the incident will be shared as it is deemed appropriate and confidentiality can be preserved.
Exercises – To test the incident response plan and verify SIRT’s ability to execute, an information security incident exercise will be planned and conducted annually. Specifically, this exercise will:
· Test the team response using the plan.
· Identify updates to the plan as necessary. 

· Verify contact numbers.

· Verify use sound forensics procedures (examine acquired evidence).
Non-incident meetings – The SIRT will meet at least once per quarter to review the plan and update contact information. The SIRT will schedule the meetings and all members of SIRT are required to attend.
Response – It is imperative for incident response to begin as soon as the incident has been identified. The goal is to provide the least amount of elapsed time from identification to response. To facilitate rapid response from SIRT the following steps must to be taken:
Identification 
Identification of an incident is the process of analyzing an event and determining if that event is normal or if it is an incident. An incident is defined as an adverse event and it usually implies either harm, or the attempt to harm the organization. During the course of operations, events occur routinely that must be examined for impact. Those showing either harm or intent to harm may be escalated to an incident.

The SIRT will have a minimal role in initial incident identification because that process involves analysis of events during the normal course of operations. The SIRT will normally become involved with an incident when it is confirmed as such by either agency or State Data Center incident response processes.

The SIRT will assist agencies and other stakeholders in the process of incident identification if requested. The SIRT also may provide education or guidelines on the accurate and timely identification and escalation of incidents. 

Incidents can be categorized as one or more of the following:

· Unauthorized use

· Denial of Service

· Malicious code

· Network system failures (widespread)

· Application system failures (widespread)

· Unauthorized disclosure or loss of information

· Information Security Breach

· Other

Incident Classification 

Several methods exist for classifying incidents. The following factors are considered when evaluating incidents:

· Criticality of systems that are (or could be) made unavailable

· Value of the information compromised (if any)

· Number of people or functions impacted

· Business considerations

· Urgency

· Public relations

· Enterprise impact

· Multi-agency scope

Agencies may initially classify their incidents; however, the SIRT will classify incidents reported to them according to the criteria above and respond to them accordingly. The SIRT may reclassify incidents as conditions change and may require agencies to take action based upon the enterprise incident classification.

Triage 

The objective of the triage process is to gather information, assess the nature of an incident and begin making decisions about how to respond to it. It is critical to ensure when an incident is discovered and assessed the situation does not become more severe. When the SIRT is notified of a potential or confirmed incident, a coordinator will be assigned to perform or assist the affected agency(s) with the following:

· What type of incident has occurred 

· Who is involved

· What is the scope

· What is the impact thus far

· What is the projected impact

· What can be done to contain the incident

· Are there other vulnerable or affected systems

· What actions have been taken

· Recommendations for proceeding

· May perform beginning  root cause analysis
Log Events

Event logs are a critical element of incident response because they provide both the basis for determination of an incident and evidence to support response actions. The SIRT does not own or operate network or other systems for the collection of event logs and must rely on agencies and the SDC for log collection. The SIRT will assist in the analysis of log files in addition to collecting and correlating events regarding incidents. When information or logs are transferred to the SIRT it will be done securely. Confidentiality and integrity of the information will be preserved. For the purpose of evidence preservation, chain of custody will be maintained for the information shared with the SIRT.

Evidence Preservation 

It is critical that incident response carefully balance the need to restore operations against the need to preserve evidence. Although it is usually necessary to restore operational functionality as soon as possible, doing so should not override consideration of what evidence should be gathered first. Gathering and preserving evidence is critical to proper identification of an incident and full recovery from it, as well as to follow-up activities such as personnel actions or criminal prosecution.

The SIRT will adhere to appropriate evidence gathering, handling and preservation practices and will advise agency personnel on these procedures.

Forensics 

In information security incidents involving computers, it is often necessary to technically analyze computing devices to identify the cause of an incident or to analyze and preserve evidence. The SIRT will maintain a computer forensics lab and trained technical staff with the capability to forensically gather and analyze evidence while observing necessary evidence-preservation practices. The SIRT will perform computer forensic services for agencies as part of the incident response process.

General forensic guidelines the SIRT will practice and recommend to agencies include:

· Keep good records of observations and actions taken
· Make forensically-sound images of systems and retain securely
· Establish chain of custody for evidence gathered
· Incident response staff should receive basic forensic training, particularly as it relates to evidence preservation

Threat/Vulnerability Eradication

After an incident, efforts should focus on identifying, removing and repairing the vulnerability that led to the incident and thoroughly clean the system. To do this, the vulnerability(s) needs to be clearly identified so the incident isn't repeated. The goal is to prepare for the resumption of normal operations with confidence that the initial problem has been fixed. The SIRT will assist agencies in identifying vulnerabilities that lead to an incident and in developing strategies for clean up.

Confirm that Threat/Vulnerability has been Eliminated
After the cause of an incident has been removed or eradicated and data or related information is restored, it is critical to confirm all threats and vulnerabilities have been successfully mitigated and that new threats or vulnerabilities have not been introduced. The SIRT will assist agencies through the process of verifying eradication was successful and related information is intact and secure.

Resumption of Operations

Resuming operations is a business decision, but it is important to conduct the preceding steps to ensure it is safe to do so. The SIRT will provide guidance and assistance to agencies when evaluating risk factors for resuming operations. This includes steps to monitor for additional problems after operations resume.


Post-mortem Activities

An after-action analysis will be performed for all incidents involving the SIRT. The analysis may consist of one or more meetings and/or reports. The purpose of the analysis is to give participants an opportunity to share and document details about the incident and to facilitate lessons learned. The meetings should be held within one week of closing the incident. If follow-up actions are required, the SIRT will monitor progress.
Education and Awareness

SIRT team members – The SIRT team members are required to maintain professional and subject matter expertise in all aspects of incident response and forensics. The team will identify and attend appropriate training and maintain appropriate certifications. 
Agency incident responder training – The SIRT will provide or recommend to agency incident responders basic incident response training covering incident identification and an overview of an incident response plan. Where appropriate, more in-depth training may be provided by the SIRT. Additionally, for agencies that will handle other components of incident response internally, the SIRT will make recommendations for specific training or courses.
Awareness – The SIRT also will provide agencies additional education or guidelines in support of incident response activities.
Communications

Unless otherwise stated all communication from the SIRT will be on a need to know basis. Every effort will be taken to preserve the confidentiality of incidents. When information is shared it will be non-attributable. The SIRT will work closely with the agency management and the DAS Director’s Office prior to external release of incident information.
Secure Communications – Because of the sensitive and confidential nature of information and communication surrounding an incident, all communication must be conducted through secure channels. The SIRT considers telephones sufficiently secure for use during incidents, therefore telephones, faxes and pagers are acceptable methods of initial notification of responders. Electronic exchange of information about the incident will be handled securely wherever possible. E-mails and file transfers shall be encrypted, both in transit and at rest.  
The identity of persons communicating with SIRT will be verified before disclosing confidential information. Incoming e-mail with information that must be trusted will be verified directly with the originator, or through digital signatures.

Incident Communication – After being notified of an incident, the Incident Commander may activate all members of the SIRT and deputy members as needed. The SIRT member on duty and the Incident Commander will be responsible for organizing the support effort to resolve the problem. This includes assuring the communication plan is implemented, as appropriate, for the particular incident.
Following are the major components of incident communications:

· A comprehensive list of key contacts that need to be regularly updated with status information.

· Contact details for all parties requiring updates.

· The different types of updates that will be required. Different update messages may be required, depending on the audience receiving the communication:

· Senior management update (State Chief Information Officer, State Chief Information Security Officer, and DAS Director’s Office)
· Agency Chief Information Officer (CIO) and/or Information Security Officer (ISO)

· Update for all staff

· Update for customers and business partners

· Update for staff working on the problem

· Press/media statement where required

· Update for emergency services/authorities

· How often each type of update is required and when the next one is due.

· Who is authorized to release each different update statement.
· The mechanism by which each update will be communicated.

· Establish a tracking system.
· Incorporate two-way communication utilizing the local area network (LAN). 

· Consider all of the audiences as "customers." 

Information Categories – Incident information considered for release will be categorized as follows:
Contact information explains how to reach system administrators and SIRT members. Contact information will be shared, as necessary, to respond to an incident.

Criminal Investigations: The SIRT, when legally obligated, will cooperate fully with law enforcement during the course of a criminal investigation. The SIRT also will also work with agencies and the Department of Justice to notify law enforcement appropriately when an incident investigation reveals illegal activity.
Embarrassing information is information that may cause financial or reputation damage if released. This could include that an incident has occurred or information about its extent or severity. Potentially embarrassing information will not be released without the permission of the agency in question in  conjunction with the DAS Director’s Office, except as defined by another category.

Intruder information is similar to private user information, but concerns intruders. While intruder information, and in particular identifying information will not be released to the public (unless it becomes a matter of public record, for example because criminal charges have been filed), it may be exchanged with system administrators and SIRT members responding to an incident.

Private information is technical information about particular systems or agencies. Private information will not be released without the permission of the agency in question, except as defined by another category.

Private user information is information about specific people, or in some cases, particular applications, which must be considered confidential for legal, contractual, and/or ethical reasons. Private user information will not be released in identifiable form outside the SIRT, except as listed below. Identifiable information will be removed prior to release.

Product vulnerability information is technical information about product vulnerabilities or attacks against products, including fixes and workarounds. Product vulnerability information may be released, but efforts will be made to advise the relevant vendor before the general public is informed.

Statistical information is aggregated incident data with the identifying information removed. Statistical information will be released at the discretion of the ESO.

Audience/Recipients – Potential recipients of information from SIRT activities will be classified as follows:

External Information Security Resources: The information security community will be treated the same way as the general public. While members of SIRT may participate in discussions within the information security community, such as newsgroups, mailing lists, and conferences, they will treat such forums as though they were the public at large. While technical issues (including vulnerabilities) may be discussed to any level of detail, any examples from SIRT experiences will be disguised to avoid identifying the affected parties.

Law Enforcement: SIRT will cooperate fully with law enforcement to provide information that is legally required. SIRT may consult with or request law enforcement assistance in an incident investigation.

Other Agencies and Computer Security Incident Response Teams (CSIRT): Other agencies and CSIRTs, when they are partners in the investigation of an information security incident, will be trusted with confidential information to the degree needed for them to effectively follow through on their tasks. However, since security is of the utmost importance, it is critical the parties involved in the communication verify each other's identity.  The information transmitted will be limited to what is helpful in resolving the incident or to prevent further outbreaks or future incidents.
Other State, Local or Federal government agencies and entities: Potential contacts include: US Computer Emergency Readiness Team (USCERT), the state enterprise Business Continuity Team, law enforcement, Homeland Security and the Multi-State Information Sharing Analysis Center (MS-ISAC).

SIRT members: Members of the SIRT are also, by virtue of their responsibilities, trusted with confidential information. Others involved in resolving a security incident will be given only the confidential information they must have or they require to secure their own systems.

Media: The media also are considered part of the general public. The DAS Public Information Officer (PIO) will manage communications to the media, with the assistance of the SIRT.

Public at Large: The public at large will receive no restricted information. Communication with the public will be closely controlled and monitored by the DAS PIO. It is important that the SIRT and the DAS PIO in particular recognize the information made available to State of Oregon employees is in effect made available to the community at large, and will tailor the information accordingly.

State Chief Information Security Officer: The State Chief Information Security Officer and designated members of the ESO will receive any information they request concerning an information security incident or related matter referred to them for resolution. The same is true for the SIRT and persons who are activated as part of the SIRT when its assistance in an investigation has been enlisted or when the investigation has been instigated at its request.

State of Oregon employees:  Users of computer systems owned and/or operated by the State of Oregon are entitled to information that pertains to the security of their own computer accounts. Users are entitled to be notified if their account is believed to have been compromised.

The general State of Oregon user community will receive no restricted information, except where the affected parties have given permission for the information to be disseminated. Statistical information may be made available to the general user community. There is no obligation on the part of the SIRT to report incidents to the community, though it may choose to do so. SIRT may decide to inform all affected parties of the ways in which they were impacted, as well as mitigating actions they should take, or to encourage the affected agency(s) to do so.

State of Oregon Management: Because of the nature of their responsibilities and consequent expectations of confidentiality, members of State of Oregon management are entitled to receive information necessary to facilitate the handling of information security incidents that occur in their jurisdictions.

Vendors or manufacturers of involved hardware or software or service providers: Vendors and manufacturers will be considered as foreign CSIRT. the SIRT encourages vendors of networking and computer equipment, software, and services to improve the security of their products. To support this, a vulnerability discovered in such a product will be reported to its vendor, along with all technical details needed to verify the problem. Identifying details will not be given to the vendor without the permission of the affected parties.

Vendors, manufacturers or service providers may be a valuable resource to the SIRT in the handling of incidents. In this situation, only the information necessary to enable them to provide the desired assistance will be shared. If confidential or sensitive information must be shared, appropriate contractual documents will be prepared and executed.

Compliance

OAR 125-800-0020 directs Department of Administrative Services (DAS) to create a state incident response capability including, but not limited to appointing a standard, multi-agency State Incident Response Team (SIRT). The SIRT is directed to takes actions necessary to immediately assemble and deploy the coordinated expertise, tools, communications infrastructure, methodologies and controls required to prevent or mitigate damage caused by an incident. The authority, membership and duties of the SIRT also are outlined in the administrative rule.
SIRT recognizes agencies are subject to additional regulations that require implementing incident response activities and will support agencies in their effort.  Some examples of additional regulations are:
· HIPAA requires entities to implement policies and procedures to address security incidents and requires the creation of a security incident response team or another reasonable and appropriate response and reporting mechanism
· The Oregon Identity Theft Prevention Act requires any agency that maintains personal information to notify its customers if computer files containing personal information have been subject to a security breach (incident
· The Payment Card Industry-Data Security Standards requires entities to develop an Incident Response Plan and to be prepared to respond immediately to a incident by following a previously developed incident response plan that addresses business recovery and continuity procedures, data backup processes, and communication and contact strategies
Implementation

The SIRT is committed to assist agencies in formulating and implementing appropriate response strategies. This plan was developed to achieve this goal by giving direction and support for the statewide Information Security Incident Response policy. 

 SIRT will:

· Respond to state information security incidents.
· Maintain a computer forensics lab.
· Maintain trained technical staff with the capability to forensically gather and analyze evidence while observing necessary evidence-preservation practices.
· Perform computer forensic services for agencies as part of the incident response process.
· Test the incident response plan and verify SIRT’s ability to execute. 

· Maintain a comprehensive list of key contacts that is regularly updated with status information.
· Provide or recommend basic incident response training covering incident identification and an overview of an incident response plan.
· Make recommendations for specific training or courses.
· Provide education or guidelines on the accurate and timely identification and escalation of incidents.
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