
          Contact Information

DAS Chief Information Office (CIO) leads overall security efforts within DAS. The CIO works with agency stakeholders to develop policies, guides and tools to help DAS secure its information assets. (503) 378-2349 x287
DAS Chief Information Security Officer (CISO) leads the implementation of DAS’ security program.  (503) 373-0938
DAS Incident Response Team (DASIRT) responds to and handles information security incidents according to DAS policy and procedure.  http://oregon.gov/DAS/OP/internal_policies.shtml 
Incident Reporting

Incident Reporting
The DAS Information Security Incident Response Policy (107-01-190, <link>) requires DAS employees to report information security incidents to the DAS CISO within 24 hours of discovery. The DAS CISO reports incidents to the Statewide Incident Response Team. (SIRT).  
1. Staff contacts his or her supervisor and calls the DAS CISO at (503) 373-0938.
2. CISO calls the Statewide Reporting Hotline and reports incident within 24 hours. The 24-hour Hotline number is (503) 378-5930. This number may also be used by staff to report incidents anonymously. 
3. SIRT will contact the CISO for additional details regarding the incident and to provide assistance as needed.
4. SIRT provides CISO with an incident number to be included on the Agency Incident Report.
5. DASIRT takes immediate steps to resolve the issue as outlined in policy and plan and, if necessary, makes notification to affected individuals.
6. Appropriate DAS staff implements corrective action steps to rectify or mitigate the incident so it will not occur again.
What information does the CISO report?

The CISO should be prepared to provide the following information:

· Reporting agency name

· Reporting person’s contact information

· Designated backup contact information

· Does the agency need assistance with the incident?

A SIRT member will contact the CISO for the following additional details:
· Description of incident

· Date and time the incident occurred

· Date and time the incident was discovered

· What types of information were impacted?

· What systems, if any, were affected and the impact?

· What is the current status of the incident?

· Everyone who has been notified of the incident (Director, HR, Legal)?

· Additional contacts?

· Actions taken so far
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What is an information Security Incident?

An event that is believed to have compromised the confidentiality, integrity, or availability of an information asset or information system processes, stores, or transmits, or that constitutes a violation or imminent threat of violation of security policies, security procedures, or acceptable use policies.

What are some examples?

The following are examples of a reportable incident:

· Theft, loss, damage, unauthorized destruction or modification of information, or unintentional or inappropriate release of confidential or personal information (paper or electronic).

· Inappropriate use of an information asset or unauthorized access by an employee or contractor.

· Loss or theft of any equipment, such as desktops, laptops, PDAs, or any electronic media which are capable of containing or storing confidential, sensitive, or personal information.

· Successful virus attacks, successful system or application hacks, exploited vulnerabilities, website defacements, and denial of service attacks.

Who should report an incident?

Any employee knowing of or suspecting a security incident must contact his or her supervisor and the DAS Chief Information Security Officer (CISO). The CISO reports incidents to the Statewide Incident Response Team (SIRT). The CISO or their backup calls the incident into SIRT.
What are DAS’ responsibilities after reporting an incident to SIRT?

Upon identification of an incident, DAS will immediately initiate its incident response plan. It is imperative for incident response to begin as soon as the incident has been identified. The first step is to establish a DAS Incident Response Team (DASIRT).
The DASIRT is responsible for responding to and handling information security incidents affecting DAS. The DASIRT will gather information; aggregate, track and report the information; and determine next steps regarding notification and legal representation.
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Who else should an incident be reported to?

Depending upon the internal agency plan, its severity or if it has the capacity of a high profile incident, the agency may want to notify its executive staff, other management, its public information officer, and legal representation.
If the incident involves the theft or loss of personal information, DAS may be required by law to notify the affected individuals that their personal information has been lost or stolen. The Oregon Consumer Identity Theft Act defines a notice-triggering event. Other regulations such as Health Insurance Portability and Accountability Act (HIPAA) and the Payment Card Industry (PCI) require notification as well. 
What is an incident response plan?

This is DAS’ plan which identifies what actions its employees should follow when an incident occurs. It contains contact information and procedures to follow for dealing with incidents. The DAS incident response plan can be found at http://oregon.gov/DAS/OP/docs/policy/internal/DAS_Incident_Response_Plan.pdf.
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