Security Policy

The objective of information security policy is to provide management direction and support for information security in accordance with the agency’s business requirements and governing laws and regulations. Information security policies will be approved by management, and published and communicated to all employees and relevant external parties. These policies will set out the agency’s approach to managing information security and will align with relevant statewide policies.
Information security policies will be reviewed once each biennium or when significant changes occur to ensure their continuing suitability, adequacy, and effectiveness. Each policy will have an owner who has approved management responsibility for the development, review, and evaluation of the policy. Reviews will include assessing opportunities for improvement of the agency’s information security policies and approach to managing information security in response to changes to the agency’s environment, new threats and risks, business circumstances, legal and policy implications, and technical environment.

The agency has created an Information Security Board as outlined in the Security Program section of this document.
It is the responsibility of PERS management to align PERS’ information security policy with the state’s and to ensure PERS employees and contractors understand and adhere to this policy. The security of PERS’ information assets is management’s responsibility. Access to information must be strictly controlled using the least-privilege principle, and information must be used only for PERS business purposes. PERS executive management is committed to this policy.
In order to fulfill its mission and responsibilities in Oregon state government, the agency recognizes that it must use state provided resources securely, ethically and efficiently.
Information Security Policies are based on three principles:

1. ensure the security of agency systems and member data;

2. ensure ethical use of state provided resources; and,

3. ensure efficient and productive use of state provided resources.
Stated another way these are:

1. reduce or eliminate the possibility of information security incidents;

2. do not use state resources unlawfully or in violation of policies; and,

3. do not intentionally waste resources while serving the state.

The table below lists the agency policies relevant to this section.
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