



Portable and Removable Storage Device Policy 

Purpose
While the potential operational benefits of portable and removable storage devices are large, the devices introduce significant risk to the Oregon Department of Justice (“Department”).  The purpose of this policy is to define the requirements that Department employees must follow in the use of portable and removable storage devices.

Definitions
Term



Definition
Data
Information created, stored (in temporary or permanent form), produced or reproduced, regardless of the form of media.  Data may include, but is not limited to e-mails, documents, spreadsheets, databases, memoranda, letters, pleadings, case files, images, sound files, transcriptions or forms.

Files
Electronic data that can be read, manipulated, copied, deleted or altered, including but not limited to the following file types:  operating system, documents, database, spreadsheets, audio, video, email, tokens, certificates, presentations, applications, and photos.

Personally Identifiable
Means a consumer’s first name or first initial and last name in combination with any one

Information

or more of the following data elements, when the data elements are not rendered unusable through encryption, redaction or other methods, or when the data elements are encrypted and the encryption key has also been acquired:  (A) Social Security number; (B) Driver’s license number or state identification card number issued by the Department of Transportation; (C) Passport number or other United States issued identification number; or (D) financial account number, credit or debit card number, in combination with any required security code, access code or password that would permit access to a consumer’s financial account.

Portable and Removable
For the purpose of this document devices such as thumb drives, keychain drives, pen 
Storage Device
drives, CDs, DVDs, flash storage devices, and external USB storage drives are examples of portable and removable storage devices. 
Scope
This policy applies to all Department and employee owned portable and removable storage devices that connect to the Department’s network or workstations.
This policy does not cover Personal Digital Assistants (PDAs), Blackberry or other cellular devices
.
Policy
The use of portable and removable storage devices on the Department’s network or workstations is restricted to employees only.  Portable and removable storage devices will only be used to store information within the scope of an employee’s official duties.  

Portable Storage Device Approval
Only approved portable and removable storage devices will be allowed to connect to the Department’s network or workstations.  Approval must be obtained by filling out and submitting the Department’s Software and Hardware Request Form before a portable or removable storage device will be allowed on the Department’s network or workstations.  The Software and Hardware Request Form requires Division Administrator approval and the approval of Information Services Operations Manager before a device will be allowed to connect to the Department’s network or workstations.  Portable and removable storage devices are restricted to the standards listed within this policy.

Standards

All Portable and Removable Storage Devices

Data is permitted to be stored upon approved portable and removable storage devices to meet business needs within the scope of the employee’s official duties.  An assessment will be made by the employee (or their manager if assistance is requested) comparing the business need to the risk if the information were lost, stolen, disclosed or destroyed.  For example, a tax attorney may need to transport one or more case files containing personal and tax information.  It would not be advisable however for the attorney to transport a list of all persons’ names and social security numbers that have tax cases.

In addition:
· Operating System files and application files are not to be copied or modified at any time.
· Personal audio and video files are not allowed to be copied onto the Department network or workstations from a portable or removable storage device.
· Personally identifiable information
 is prohibited from being placed upon Department owned portable and removable storage devices that are not encrypted.
· Portable and removable storage devices that are used to transport
 or store data classified as Level 3
 or Level 4 or which contain personally identifiable information must use Department approved encryption.
· Portable and removable storage devices must be scanned by Department anti-virus for malicious software and code before being used on any Department network or workstation.

· Loss, theft or unauthorized disclosure of a portable or removable storage device which contains Department data classified as Level 1 or Level 2 must be reported to the Customer Service Center by email or by phone as soon as possible, but no longer than 24 hours from the loss of the device.
· Loss, theft or unauthorized disclosure of a portable or removable storage device which contains Department data classified as Level 3 or Level 4 must be reported immediately to the Customer Service Center by phone.  
· Loss, theft or unauthorized disclosure of a portable or removable storage device that occurs after hours must be reported to an employee’s supervisor as soon as possible.
· Applications and files that have been modified to be executed from a portable or removable storage device are not permitted for use on Department systems unless pre-approved.  This includes but is not limited to games, alternative web browsers (i.e., Netscape, Firefox, Opera), operating systems and copying utilities, scripts, etc.
Authorized Personally Owned Portable and Removable Storage Devices
· Personally owned portable and removable storage devices are prohibited from being operated on the Department’s network or workstations without approval (See Portable Storage Device Approval). 

· Personally identifiable information is prohibited from being placed upon any personally owned portable or removable storage device.

· Department data classified as Level 4 is prohibited from being stored upon any personally owned portable or removable storage device. 

· Personally owned portable or removable storage devices which connect to the Department network or workstations must work with the supported Department operating systems and must not require any additional software or device drivers for use.  An employee owned portable or removable storage device which requires additional software or drivers will not be allowed on the Department network or workstations.
· Personally owned portable or removable storage devices which require administrative rights to operate will not be allowed on the Department’s network or workstations.

Review and Evaluation
The Portable Storage Device Policy will be reviewed by the Information Technology Advisory Group on a biennial basis.  This review will ensure that new business needs or risks are reflected in the Department’s policy.

Compliance

Failure to comply with this policy may pose significant risk to the Department.  Department employees who violate this policy may be subject to disciplinary actions up to and including dismissal.  Non-Department employees are restricted to contract agreements on the use of portable or removable storage devices on the Department’s network or workstations; violations are subject to cancellation of work or contract agreements and may be subject to other legal actions as appropriate.

� Definition of Personally Identifiable Information is from the Oregon Consumer Identity Theft Protection Act (ORS 646A.600 to 646A.628).


� Policy 3-101 Section F covers the use of PDAs and Blackberry devices.


� The Oregon Consumer Identity Theft Protection Act (ORS 646A.600 to 646A.628) requires increased security of personally identifiable information.  To reduce the risk of accidental loss, disclosure or theft the Department requires that all personally identifiable information be encrypted to industry standards.


� See the Department’s Media Transport Policy for more information on transporting Department data.


� Classification levels and definitions can be found in the Department’s Data Classification Policy.






